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HWisE, ZEESEIAER, FRIRMAEIERRGRIIREINEG, SIFBIED.

- WEEITHA

SUREXRHETRX, SAFPEREESYRERNSERTNN, FAREKBRIEBFNS
FNDEESTRKNARNYIES SR, SER2BRERE, S—MIRERNAERGHE
SRERHEP RN IR E MR RS ERE, BRI ExEHLATR, RERFLSIES

- BaitizE

TRALEZHTR, SISARZENHE, SYREGHRIEBFTIRNEE | BRI RIENE
FHRAIMBR =N, BRI SRER, RIEWSSRIERIRSSEE
5.1.1.3 (s

s@Ef4E (Auto Scaling) 2RIERFIWSHERFFREREE, BaRERRERAENRS. &
BT IREERES . BEEERERERFPAEEENRIRERFIES FIERET. £l5S
SIEH, BaEMZENLAINEE, IRIIEWSHERZRMW; SWSHFRREN, USRS =
ENLHIFE, UDERA.

- RE(RE

ET=ENsEMeEER (10 CPU. AEFIAR, NEHERES ) BRBERISHEE,
JLUEEX SEMARE. S SRABMESERAZIBERN, RIFRENRIEENENZR>ZE
LB, NMRIBERII S REZN, RERIFEFEZR,
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- ERS{ERgE

ALUREERMES, MBPRRIRY / faiEsit TRk . BRTLIEEFREES, €
BB ZENSES, NMRIFMIGW S RETN, REREFIAR, SEEFEKREH
RENRS, BIERECE S E A RIU AN A AT FRER R 3L

=) NE= 22

BEEE. ERREENNZENLS, SEEXKCAREINE, 2BISRE, RSRS
A%,
5.1.1.4 Z2MHIP

- FENR2EMH

REBRZNZENRME—RUZ LIRS, BFEN%2. 2%/ DDoS EitilRS. (J5#H
DDoS &5 NMEteilllimEaES.

- el

ZREAR—MoHIN. BRSHEIMXE, BEEEUAISREZENHEREIEGRIINEE. (£
BZEATLTHBEEHS A ENMNMKZLEES, SEaENZENFARREURZENS
AMBENEILERE. BIERTLANRE, JULRaENZEHINELERE.

- SSH #$A

REERAITERZRNEREZR Linux RENENERER, #—LRAZENNZE.
SSHZABREREAEPRANEREEHTNERE, BRFEE—IE—TERZERX: ‘A
87 0 FART . RIEFEFMERRERa L, BTYHERTNE, [NBEATH, TLURES
HEcER BirRSsr LEHCRBENKSS . FARFRFEMHE, FARRENSZIERALBINER
YRR THE, SSH B infERMARRRSHIIBECHSD .

- mEE

I BEFIEENE, YTRERFELAhRARSERE, REAERaSF—IJEEN
AR, ARMREREESE, REBFPUSAZZN.
5.1.1.5 RZ2RE

BRBEE-ENETHRIER, @SRMFRFMIRINREGIUANRBXES. JUETREEH
EEHEZEN, BILREZSRKNEES M ENREENEEN.

- HEBBRERERE

MELBEFHMENZENBENINFRE, RAEETIRERECIZTEN, ENEIEZE,
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BEMZIIZEN—HRERERE, LULATLUAZISESEREHRRER.

- IRBH/BITMRED

M—E=ENEFERSR, NRZZENERELEBIEPREMERRATAERIET, N
JLAERZREREZRIIZE.

5.1.2 RERER

RERREETRAERSSRALENRERERCIF SR " m. BOME T FRMELN
=, THREEEMNSER, MAFTERE. ZRNERRS, REHELDIN, BREEA
FHIZNBLAS o

- RERE

RAMUZAZEA, ETEMNNREEE, BREREEZAZNZLRE; EF SDN &EZA
SSMAREFPLRERE.

- AIERTERE

A BREENRE. IFRFBRECWEENBTEAERYT BLIBRISREEK, BEN=
ERHEFIIFRETH—LHEHESD . HETE. REKEFFRI=R

- PEREREE

MWEMBABRIS—RRELZEIIAMERTE, HENBERIIESE, HERBEEIRLE
ME TR LMW EIRE . AR TE2EENEEE, XFEEMDFM. B EAN IP F. Itsh,
AiEd VPN i E4FRBBAPA MRS H[ERFERZBRER, SMMENEIENT .

- SBMERM P

RN IP SREEKRMFXEL, BRULUISERRIE TRESERRIXEK, LTMERN
HMinE), ERATRIEMSSIRMERBRARTRTE . BN EER.

- el

ZREAR—MoHIN. BRGENNAXE, BfRUMTRERAELNSEGNINE. £
BZEHATLISTHBEAEHS AT RIIMNEILEES, SEFRZBNFARREURERSAMIE
EHURItEIRE . BEERLTEANEE, FULHERZENNELERE.

- Z2ER

52#%F Docker trfER 1R, AL Docker Hub THBERINABRECETHER. TLUR
FE=ZARECEALER.
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- IR

ZHEEE, TREELONETRT, RMH# CPU ERX. NFERE. RAREERSE.
FZHERE, THMNAREESEHIRERERE, SHME, SEBFRERASSIEREE
SEAURRAE o

- BEEE

RMtESERTEDNE, ASEKREEN 10M.

5.1.3 =fE&

ZERERFERZATENRHAIEIE. SAL. SURNSEREERE. ZEZREIE
RIS EXLHBEIANS M, BRRAHEESEEEATR, B ABFRRESTREEEE
RS . mIEERENEMNYT R, BRULE/LOHRLURERNNESYT EEFE=E, FLMEE
RIS AR LE

- =iEee

BE&AREM 20000 fEHL IOPS, 100MB/s &1t&E, #HEIBPREMRNIISMNSELERIE
EHEFEK.

- AR

ETFHIRZSEXMREIAMRIEHIETSEMSIX 99.9999999%, AMAFRHtL e FERHIEFH#
RS .

- BT R

BRILUEHERERERFHEEE, RHEFEEEN 20-3000GB, XFHRHET B.

5.2 MLEAIRSS

5.2.1 TAEM%S

RREBK=FABMLE (Virtual Private Cloud, &%k VPC), 2BEFRERAAB=LBEEXH
BERBHINETE, WIWENETEHBREE2ER, IFEEXMELS . BAKEE. B
FELE VPC BRI ISR EMAT~m, =, AEESE, EakENESANRIRIERE
Internet.

FABMLE VPC BR80T .
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6 FABMZIZIESHIE

FAEMZ VPC RRAFNEBERFRERA LHRAFN, 887 —RINNERZEINE, 5
Hibe VPC Z1BIRE . ELAIRBITILLB—RIGF, EFMRBISTIMME ACL ZHKEHF,
£ VPC BTN 100% T2k, AREHEEHIINEN.
5.211 BEX M

REERREZ2RENMAENE, FE VPC zax£RE, BEBRFTEENX VPC W
e, BERE VPC BAFM. BBEZ*R. ACL .
5.2.1.2 FRIEHRES

RAERARHYTRERENIEAZRE, JLMETFNAOKHRRIERE, BHHEEEE 7™
MMERE. BAXKE—FRINBREMANNES, BT EHMAEREFFRNEORERESE. REAS
BT EMMPRERRAR . ARBARMBENBER. BABNEEIZBEIZAEEERA
RUAREZR, BPEMEIZABHARANEENEER
5.21.3 ACL

MLipiEiEElgIZR (Access Control List, ACL) — M FREITRENTEZLE, B
FEFIHE FRAEIER, TLUSHEINNFIRORE, 2JRENXERESHE— MRS NFM
ESp==

ACL LI R A H=R Vrouter £, Vrouter REFHARISBRRE, BRIULUET ACL E&
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FRKBI R EATHEES . EEHEENEZREEFIAFMTLIKERE—MWE ACL,
BITIRE NS IFRN, X HF AR EH THEmRIES .
5.21.4 &24H

ZEER—MHHHI . BRTSHOEITIEINEERIEIFIKEE, TN ENFERAIMEIE
=Hl, NMEF—ARZEENNBROBARE. RENEEN, TLKBBNNRZS
H, BE—itENEEHENELLRERRKN=ENMERNEE - L22EN, BEkERS
AR ENBBNENREHRTRETIE,

L LAANEEO / AORERIT All drop U, HOBE—XREEBEAFFRER
£. BRI RINsMirZ2H9N, FANSEINBT S ZEeERXKNMEREN
AR, TUES MBS MABNETERZE 50 MeeH, BMLLENERSHENHRIN 100 &M
W, LAigRBPYMELeREIFER,
5.2.1.5 VPN

VPN RXIRMET Internet NEUEMZEE RS, TLIAR VPC INERZE, FTE@EW
IDC MIRFAEBK=AN, LIBE=EE. FERAHE VPN SRS, TelZ VPN KX,

- REMEREREEE

RAEHKT VPN £/ IPSEC. IKE. MHAZ=ZEHF A EBIRHTNEG, BT AR MZEH
FRBERIE.

- RIENEANMSRN, IFSHEHLZ/MX

S2RF VPN X TFEZZSKBE (BAENIRMNX ) , REENRIENENSR, MYRE
WEHRFK,

- REREEEEEN, SaEERENEE

VPN EUARRMREEEM BN, EEEUEENEERR, —ERNBFEEZENKFB
BEInEERIERET R
5.2.1.6 NAT RIX%

E— VPC HMZ &= E AT Internet WFBKRKEAM IP RRAEH, T@EL6IE
NAT REBRILET, REEHRETHFEE NAT WX, ST SNAT Ihit. REEBKSFAE NS
B9 NAT RXiE Mt IPREER, HESHAFREMENEAENARN IPLIERREREMEHRE.
5.2.1.7 #iEMk<

SRR RE—MEINEED, BRATUEREN EEERMERM-RUERENEARRMLE.
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BEUEMRTUERZIVSRESB . SUSEBURNESITRENBEREREMASE. =REE
BRIt B e £, BN R LA ENEREE—E =N BEREHATLIGE
ESHBMEN T, SBEHEFEETENMEME.

- EREES

ZENAEHZROBEREFMABEENT, SNFNIDRIRENDES R SKEEEASR
B%, SEMASEMERE.

- IERe

ZENMERSHRBUEN T, FEWSTRSERENRAIRE, TRSEEN KT SIAER
£4H, NAAEREKRE, LTS RENFRER.

- DEAE

RELTTRAXBEEREN K, SN RERETBXZENEESER, TR BXKR
SURAR, EENERE, BARITEL.

5.2.2 fagkiyg

GENETEAHEREDRISETIN, BERRANBER, HREHTREZENEY
REWNEN, RERFTREYE. ¥ BRRRRSED.

- BEUAY

REBHRRENEELT BN TRIERESTARS, SIZREINEIIERBMRENE
MR EIEIRSS , (RIERSHSH B,

- BRRERE, RIETBAY

GENERSSNERRSFEPZENNRERS, BaRE. EREHRRHERSHOZEN,
HIR RS RBE AHEE, RIBWSIERIET.

- SRR 1P SRE, AR

REIETURERANRE, BEIHPERNW P REHIIINRSS, EIEIRREREIMESEE, 1B
BRFRZEN; FERANIE, TETREHESHRBEMZLNBHIPERR,

- B5 DDoS i

RMET AR IP #9471 DDoS WtseS), IRFARSHLSMRE.
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5.3 %=fi#5 CDN BgS3

5.3.1 MREF#ERS OSS

REEBESEME (Object Storage Service, &R 0SS ) EFARKEL B FHEM
HZFRRERARR, ABAFPREZE. BE. B8, BENNREHRS . RUGRESEN
RESTul #O575@Z R0 SDK. BHUESEMMHEE. FiE. TH, ok, ELLEERNER
=g, WLFTRE TB B8R, RUSEINFMHESL R

- aiEE

OSS R RZH] Bucket Policy, EEIE2FME=ERIBHREEFEMAMRIZS, BaTLIE
iz 5, AENRIZEHEN Bucket Policy,

EHEAE

OSS #1373 Bucket IR{tpr & 5EECEIIRE, AT R RAFFET OSS SR E M A Bt~
49 R, OSS XIFREET HTTP header #&LFER Referer MBh#&HES L. AIEBIE R
BIRE Referer FRIARE, LIARIBERIR.

a0

ERERE= CORS ( Cross—0Origin Resource Sharing ) X THE—MEFINEAIEF
ity Web MABRFSH—MIFHRFEZENSTH . XMHLHEILE Web R FBIRSS #7688 F UL
i, EBLHIRERENTS, WEEE HTTP ERNNE . OSS 124 HTMLS il FrEsiE
RRH= CORS RE, HEIHAFIMBEIEGE.

5.3.2 BEHS&M% CDN

WRERERZ CDN ( Content Delivery Network) , EFREMEMKEEMISHENEERITE
AR, BRFREERE. St I BNEERERNAT S RRS . FBZH B8 S5k
ZRE. ZEEEA, BIEENTER. FrRRIBAERNEIREF, BENGBEERLY, 12
FRFEERNARE . REEKs CON NAIS2RSTRARBNEE CON F5, HESF
618 #1 11.11 EXB W FENEW, TRAREHKE= 600+ TR ZBETEESKEMNEZER, &
EEMAREMIRE, DETREREN. £ibll, EETHHMARER. IR,
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*Heilongjiang

/ ® hatin
gin
ZUvumgs ] '*nﬁ:hun
® L]
*Sh@nyang
Xinjiang i { - liagg > <BELING
| *Inner Mongolia @ (] r’
L +Gansu 8 *Tianjin L ]
; ijiazhuang e
Tllvuv e " =
\’uhn HebetJinan ) I_)
X Ni i )
[ ingx Shangdong L.*—’\J
Qinghai . Xi‘an ®
=Lan-hou L --zn'ngmou - =liangsu %
-g-unai L ¥ ™ 2 .nafiy o
<Tibet ) - . Na’;g ; o
J 8 2 e .
o sWuhan efel ‘Eang:ﬂou
Chengdy @ PR Ann? U e
l %“ B! : Z&‘ang Shangh
el W Changsha u b ng
«Gui
uiyang L Jiangxi .-
bl 8 Tars
CDN Nodes By ISP ,Guf : *Fujian
@ ChinaTelecom . ‘Kunmln‘
*+Yunnan : 2 *Guangzhov <TAIWAN
@ China Unicom . =Nanning Guangxi .
_ China Mabile L .Gu“’fg.g «Hong kong
@ CERNET St
@ Pengboshi *Haiksu

B 7 REERENE D RNET = E

CDN #ipaiEsl. et SRERERAESER 7 LATFIEE:

- Referer BhsiE

BrassThgeE T HT TP iz Referer #l, 181 Referer IRERKIR, XIKIRHITIRA!
T, APTLIBEERENEN Referer BAZERXHEESHHTIRBIFILIE, MFRE
CDN ZiF#IBEAIER .

- URL &R

URL £ RBIIRAE K CON IIETRS5AFRRIEREEINN—MERLRET
FRRIE IR ETTE. B CDN AFuGRRMHERAFNE URL (BENRGIEES ) , BFRE
FEINEER URL @INRT RARIER, IIEDRXINE URL FRIRESBTIRIELIFIBIER
NEEY, MEXBRETFERWA, BLIFXER, NMBRRF CON BFRRER,

- IPRBEE

LRFPEAZRRESNENDHEN, P EBZRETLNKIR P MO5ERE, HELEEE.,

- REWHP

REHTTPS INBEARB DR, KEARH DDoS M. CC HiFERLMiFges,

- RE®WIT

AETH: P X 30 RisEE &2 HEB N ASHEIMN T, BSFTERER
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HAR] LAR/NETRLE B R RALE o
RSN AISTISENESEERN, Bt sH, URSHIZNRE. BhE. RES
 FYTEERE. BRENEE. ahREER.

5.4 ZTHIEESEFRS

5.4.1 =EREE MySQL

ZHIRE MySQL BERERAEKRE T LI ZWILA MySQL HiRERHINRETEN=E
REEIRSS . =EURE MySQL ZTFEpE . BIEMY B, AITENAEES, RESESED . &
BRS . BIESESERRSE,

- B RY

BONSHFENRELRN, HIEEER, RASFEMNEIRELD, BESENSEREN
N, BILPABREHEN R, BNTRELSERFHEEER, THREBOHEEX.

- RN

BN EIEE MySQL SLAIRBIRIERL, SFRIesReEN, B&—EN SQL
EEEeD, ERBRMET SQL Hitlhse.

SLOIER

FRERZALERS MUTIRMBRITERS, 8 (Region) #8224 MTHEK (AZ) .
=EIERE MySQL BUARMENS TR, IFEEENEABEEE—TREXFAFTHKX,
STRFRTLARSEA RN B RO RUE RS =) F X BR B A1) LURSH LB R BINEE S BX HE .

- i5lEEE

IRE IP BRPEHIERLL P thhaea151a MySQL iRk, SERBIRAINEMNENSIREN
RIRHITEE (EBRIE) . =5EE MySQL HE&isaEtit, RaiFrmmisa.

5.4.2 ZHE#ERE SQL Server

=HUIEE SQL Server 2EFHIERA SQL Server TIENEESTIHNEIERF "M, B8: I’
SEUR, #ESYUE, NEFE, SRE, CHEEOFHMILR, ERESEA. B NEH
AR R = EHREE
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- BDIAIE

Z=EERE SQL Server (XX FFABME, RIBEAMERE, AMARLE. ERTEHERE

SQL Server BEEB=FH. SQL BSHWIE, FRAFZMZEE,
- IpaEE

RE IP AR SEHRL P ibitgetgiaia) SQL Server #iEE. S1MKSRBEEE.
CHEUERE.

RixH

- BEINE

SQL Server IR tRERINNZREL, TLUHITEENE . RARESERZN=EYEE SQL Server
Rt RNLLMELN, BIEREFELE. BESEE.
- EBSYA, HEBNR

RMET SQL Server RIGHI—E—FS U AR, ELPEELHELRELO. KEHKE
B, RGA BaiRAFARITES R, IRAIER T AR5, DRIEFHRETEERL, NALF
FREH

- REFIFHLE

BENATIKIEFRIPZT, RABGFENRLO, BRREGEHRFNT, EBREHSMHER
Wik, RELIEFZE.

SQL Server SEFIE{TEZERBRIIFABEMNE (VPC) B, BRTHIEEEERSEER
A LB KBRS W

ML,

BdZEH. ACL INATENRUREREE, H—LINREENZ 2.
- TR

S, HENEE

T SQL Server REH®EIT, ARMS, FitLiER. FIHHERATHEIRIN, TiEEX.

MNENEERBRFARNEBUIBEELO RN EE, BIREREE. URBEIEEIREEN SFEM
n, F@iFEE, email EH0HTE.

5.4.3 =##EE MongoDB

=EYEE MongoDB R2RAREHK=ET 2B ZWIMAY MongoDB 124895148 NoSQL %4

EERS, TEFE MongoDB thil, RE=TREINENSTBRN, IFERDHR, WET
BBmZek, HFRLSTRME.
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- RERMH

SLEIEBEERF BEN VPC FABHIINER, £ TCP EEEHTMNERBRIP, BIREIE
Zet, XIFHEFEEX IPEEE, NpRiE#TReE,

- LHIBER

ST REIARE BIEE=DREIAE, ENMED RAUTARRYERS S L, BaIRSHIE.

BoiEK . BIA Primary 1 Secondary RIS, & Primay TREIEE, REB
EEHAY Primary 9=, Secondary TRAR AR, HERATREERS, SERERSTHEML.

EER: FSTRRBELR, ENTRERETROBAEFARNTBX, TLUAZIE
RBIRIHIE

- BHRE

BaiE%: BRENEESHHEFRE 7 X, SHXHLU=RIFNAREFRERTE,

FaPED: FRRFHIEED, SHBEKBRT.

BNRE: F—RIKEEHEIEEZAILA); HINTIFRIESH EIZHI=EIEE MongoBD

sl

5.4.4 ZEUERE Percona

=EIRERE Percona @ RAEEKE TR Percona 5.7 MR AHaEIFRE A ERIEUREER
5. BUEEE Percona ZT#E .. BB B, FINHFENAERNY, RUMIESH .. #8EKE.
BIEERERRAE,

- BUEM

BERENHERHEHIE, BIIFARABRENEN R, BRETRELVSERFNE]
gy, THRIBOHIEERX.

- EUAk

BN ENAE IR, HIEEHER, RESEMNEIEELR, SEEENEHINFH
BHEREB IR EUEET B,

- R

IR Z=EUERE Percona SEARBIEMERT, XFEleweRN, BEE—ER SQL
=#EE, REHBIRMAT SQL #HitIhse.
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5.4.5 3N EERE TiDB

RERBHREKE PingCAP EFEMRFFE NewSQL #4E TiDB FTi&M—FEASZRF OLTP #
OLAP B =D o EEFE~"m, LM T BarKFH4E, B—HENSHINES, BEG
B, EERLREWTERZMILSS, FITHRS MySQL i), EERERMAREEIRIR.

- IRSEIURL

TiDB ERZRIAHTEIERM, AR AL Raft SEIRGEEFEFHEREUE 100%
se—HMSTA. TRIXASENBEMNIIR, TEALNN, BaREWSRIZESM,

- aiEE]

IRE IP BRREHIFRL P tkaei%i5a) TiDB #iEE . B0 KS RegixE | RiZB ChIEiERE.

5.4.6 &£1F Redis

Redis ERAEKARMIIET Redis IMYMNELEFIRS, SHFEMR. EEFMRAISTRL
BHAFER. TRESHISHENTANE . IRENSREMENER, SHRFNIAE, =4t
BahERIE. LOREERS, LABRWSKEE, fBRISHZESE.

- BBk

WHAE, Baptlik. SETRRERER, NDRESWBEEAAFHED R, HELRER
5; IRSHIEFAMN, LHBTRXERE, RIESENZSMISHAENETT,

- EERE

NAFRMESHELNGE, BENERE. EEH. QPS. Key HEZFZ MG, THMMK
HiEEERER. SRKNERE, FEAFRAMERTNE ., RIEEMFERDHR

- e

SEAIBEGTAEMERE (VPC) B, Ea7TeeMiREE. RETFM. HEEFIREER
H3EIRITH8E

5.5 XEIESHIRSS

5.5.1 IR EIRS
REEBRZHIEITERS (Data Computing Service, &#R: DCS) E—/&15E. KFEH
AN EHIECERS .. SRITERSIZEAFBIIESE. REEHNITTERR. FRH
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#FIEEO. MRERNRIAR, BEIRAFRENZEWRIHIESTES, FRERETRIEUEN
BERTIF. BEBRENBRBEIETETE, BREREWAT, FRESERZE.

- BREE

AFEY IAM HITEROSEE ., (ERZEX ACL HUEHEEAWLIE, =6 RFAEehEa
HIERBMZEENIR . MEFPHITET AR, ARNAeRE T BRIRIRSFLEES .
AR BEMREHITENR, RESERERNAALE, ERNRSNEERAFNEENR
B9I5IE)

S ke

A HTTPS/TLS #178dEER, B X509 HFIEBIEASMHIANE. XF Web API #iiE
REHN, BINARET HMAC-SHA1 BiASCIIEIRIIE . PrlEEdERAREE . B, 230,
LEAN

- BUERIP

MZBPITERTRE, EFRATHZSINHE, BiRFHEER, FRAINEIRR. $XAF
BUREE, RBESRRMEIEHTAIE, BIESREIERRLAITE . RESIESRAEIEE,
RIFEIELZ MRS HIERNFET R,

5.5.2JMR

JMR(JingDong MapReduce) 2— 1" E1RREH ¥ S, TUEREKRE K= LT KEREES
(#n Apache Hadoop #1 Apache Spark ) SizfTXLAESRIEXAIFFRINE (40 Apache Hive
Apache Pig) , #&a]{@EHbfER MapReduce, Hive, Spark, Presto EiRSERMATFEAMNIE
SRR ERSTIBELRIES T,

JMR N AZRIEE 2, TNATFHIECE. BHEST. ETL A, IR ES . B
FEEESHT. RAULHITE . #EPIMNMRSES MR, NMIABFRMSE. A, EENRS,
BEE AR AR WHIERRIIRERAESR . TIFRBERRAETH.

- REES

SRFER-EMRUNFE. nhE, REESITEESRERS, (F8 JMR =RH
Hadoop/Spark it&5|ZrmNIRSE KL B,

- RET[E

BEFENY VPC WERE, BalfEMXEEENEIRNE, XFME ACL Ix2BNE
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BE; ERETeYRANEHREERREEEE,

- 2

ERTEER. RUHEFNTAME. tetkhls, BBAPKNTHE. BREAH, BIHERR
MEFRRERE. BNFEERE K.

ERTRER: BEERPHEITRINSRE, BERSF.

SRS HE: RIEBFPSHPIAXEMHTHE, HERETRESEREE.

5.6 EESnLRERSS

5.6.1 =iEERSS

= i5#% (CloudMonitor ) EYAFHRAERKZRRHTHEEMRENRS, BUSIUERE
ERERAHERRERE, cEERBEER. HHSFHNREREBN, TRUSFHIRERTS
MREHENEE. cBERSEBEEREN. =#IEEF Redis MIAEIEGEEEMRREKS
RERR. BE=EERS, BEBFRTRERFESRs LNRRERBER. MeEfETER, B
SRE, BRETLINREERRN, RIENBREFIREET,

5.6.2 iGiafEH

imia)is4l (Identity and Access Management, IAM) ERFERKSRUHN—IBRS#H
BESRRHEEFRS . BRTLUET IAM RSEI2. EBFRAKS, FiEfiXLFRrA
BRAERRRONR. ERHEES, BRTUEEASNERIKFPHIRR, MAGHEK
FERBIIHEEN , BEANBFPOER/NRERERIR, NEEEKSHERZEXEG.

IAM B Z1ZINERR, SHER, NRERI=/MELR.

- Binksl
ZRAF. NA. IRREAKENENRAERZKS FTRRIRLE, ERREIAETNS5 .
- RINEE
FWSONEME, RIFEMAF . NA. RRETENNEERBEE SRR, 1T
FEHIR(F
- RS

Al AEIEaE A AR RNITIEE,.
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5.6.2.1 HRSHERE

- TRPEE

EWF, BURKE, ERAFERaZREARE. HHENER, £RAFEM. ERFEKAE
MESGEE. EWFAAEZTHRENRIEGE, FREMERAERIRSTRRNEIHIIR.

FRAZHEKFIZN—FSARR, BRENSHD ID X2 RiE. FRKAFR2RIZAIR
RERZWKF, BABTERR,, REEEERSHTETTR. FIKFURSEIERFRIEN, 7
BB RIEH B TER AP HREEKSENIRIR.

— P ERFATLUEY IAM RESKEZ— I HSMRIZBFKS, AFRSRE. EEEHE
EREW,

- APEEE

AL S PN FRRIA—TBRE, £#—FE . — M FRRIUBTZ1ARE, ¥R
FRRAZANRIEEE .
5.6.2.2 #INRIFEE

IAM #5BhE X R FE R SEAR AT K~ R HTRIIRME, BETRARN . R BT R Z T,
EMIINEISPERIRET, RISEX T EMNRINIR. AP EHIEKRE, RESRITHXLERE.
REEFRINRIAEZITIEZIERIBEK . EWSHERZ THERRENEHRFNIR. NREKS
RIGFRSHTEN, FIKSHINREHOTRRHENR,. JEEIEWSHENE, FIKSH
gEEEEH Gk APHDEEENRIR. EWSENFKSHAR, BAFKS (SERERRE )
BEANE RIS . FIKSETBERNRIREENIR, E2FWSHEMERREMINARIRENGE.

- BURAE

ISR NRIRAVER. . MABRI=H

- REEURE

ARERMBEXRFENEERIFRENR, TUEEHTOET.

- B MIRNERE

ERIMCERIEERRS: £FES JSON, BEAIMSNEREERNARFNRRFNRIR. R
BE4miEes . ETEERISERRE JSON, BalliEEER JSON, LISTEERE K,
5.6.2.3 Z2BHRIE

RABRZBEIREZIERIIEAF 288 MNNAMERNRRLRS, TEFIEERTIE
SAFEXBHIERE, SEUTRE.
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- BRAMERD

ERRAFSVLIZRKFIEEN. AFAERRFREREHEN, TEERER. [,
ZELHEA BT APl SRIBEARFEKERR. IAM XHAFNZEEERIRETRRE,
RAFEBHRENEKBNERAHDNENES, SEKSEEMHE.

- ZREWIE (Multi-Factor Authentication — MFA )

MFA R—HERERNRELZ LI, CEBERFPENELZIMEIINEII—EL 2R,
HEERFERHTERIRIFRS, HITSMIGIERILRM.

EHl MFA R&2—METHRY, FESKIEBHNERER, SERETREN—RMEE
5 (TOTP) #x# (RFC 6238) , TLUGHEN MFA BEREEFBMNBHRE L, MBEF
M. BA MFA 5, BRERFAREKSN, REKSEKBABFRENED, AREXKBAXREH
MFA &%&H 6 (Iz1SI0IERD, BMEMARNBRNER, BAEBMAFNKS, NEENZE
INER R AREMRERFIKAZE,

- HIa12548 ( AccessKey )

RNTRIEZRENFERZSE, SLLAPIEBHEXEREFIRIER, EREA Access Key JaiE
BRMNBREFNSD, LRRDEEEGREXNR. Access Key BEEH Access Key ID
Access Key Secret ¥apl. BRI Access Key FEIAESBFBBEHEBNERIA DR
fERR, ATLAERREIRSEAA A FROE RIRAHTENAVRIE. BRTLIeIE . A
FAFRY Access Key, BERStBZIXFAFEREHE Access Key LURIERFRIKFIBRRL S .

5.6.3 DevOps

RAEEL DevOps, @ERFRSERARENEM L, HNAEHIMIEE, WEN—
& DevOps /™ m. BER—RIFFE, IRFRMNcHENZENELRS, ReNBmE. Ltk
MEWE, IR—WEMBIFHNEE, SR REEEIIGER, BERIEEMZDR, BRI RE
SCHl DevOps, IERWIESHRIERIRERE.

- IRSEHE

B AEIRS S LIETHERS (XY ) ENIBHEMTLE, REWLSAIELE, S5
FiEfT. XEHRERERFAEBA—RERSHENEN, MEF—NFRZK. KREEDEER
SRERT, shSARER, TRHAEAXME, SHHEET.
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SHEE T EMRRIWSZENGRE. MEFERRENE, siitkls, FhhaE, 4
gElEA S ints . BENEAPTLUSE 7 BRRIERER, HEilaTE. BERE
MSHEREHRES T RMERN, FERE MTTR, RESIERET,

- TR

DevOps RMtETH. KESHIREFORS, BERARNT. XEDEKSEMBEE, 7
LisesihEnzsins—@zlfFll, SCEIER Web Baiftizs.

5.7 RBERZRS

NEZEETFUIRIECREFZIKXAK, ERESOFEAHE, EBSBE. HERRISEE
R, #RHER. R, XFESERNRERXCEERARS, JRIERFERYmiE T,
BARAREHHMT R, AKIRE , BREE, BlRE, BREGE. BHEAFRREERS. £
e HHEENNG, REER. SENLVSRLRE,

- BRELE

BReLEETAHNREZIMTENMRE X, RUBESTNEEERLRS . TN
BFIlEZ2tRN. EREBEEHEZZSEZS, BOEWEZADRAE. FEREMRXK

- XFiR5I OCR RS

MXFiR5) OCR MRS, e EMRREUSER R FHNFAE, BESHRIBEEAXAIXEIE
DM, BEBREERPEEEEAER. BUAKR. BRXFERE, NMEHEERARHT
NEHEZINEER.

PN 125

ABHRBIREF ARIRERRHE S BT SMIRBIN—FREYNR B AR . M ABAEARIGIE (Face
Verification) . ABSH¥IET ( Face Identification) %5, XJtbmsk AREGFIERINE .

- NLP (BRIESLE ) SRS

NLP BB ATFERBNEY ERBFSIRBILR, HEXAERENAHIESE. 5
FRBIERE. BEPH. &, ESEXAIIR,

|53 R RIS
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5.8.1 DDoS B5#P
5.8.11 DDoS EiitiBsiF

RREBR=RENAPIRERS 2Gb B9BKIA DDoS ERtifhiree 1, ERFMRINRBEAMN IP
SR AP BN REMRS, RIFLRUSEXK, JURFREFTMAE, BEBFRE.
EREREBIERMAER, AR IPERARRIRS. #&EE SYN Flood. ICMP Flood &
AREWE .
5.8.1.2 IP =k5

IP =5, RIERASKALZEEINEENKADE, ERFEMSFREHIFIIL&EER L,
HEHRY—XIN DDoS WEHERIRSIBERS . EERFEZARERN DDoS WEHRIBRT, RIFFE
FIRSHNLE.

8 DDoS FpiPnEE

RIBARAFNEBRMSEK, aJiRHELIT DDoS Fhflse

- IRUERSRE

B IPEBRSE, P &SR IP i, BREAFXRLAYIEE, FRAREAEEERS
BN, NmBRRPRENRE

- PR Z#ZEER) DDoS Wi

XEFHBE. BB, 8o, BGP FS3 &4, HUEERSIA 1000G+ NiBkEEND, BEAXE
400G BAMIFH . 8EMNB M I SYN Flood. ACK Flood. ICMP Flood E&MER KRS
DDoS K&+ CC BitF .

RSES YN it

RFEAFE DNS [RSEL, HEHRIPAIERE CNAME BTEIRAEEK = IP SRS L,
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BIRTSERIEN
FEEMmFE, SRPZINNEBIMIEZNIEER, BRROWSNHIRESIRES
BX=ROBGIF . fERsRMERSIFThEE, AR/ BEOENNEEIERIEESEIRS FHHIEE .
- 2WEHF
EMULSE + Wi RIS LB S, xiF TCP/UDP/HTTP/HTTPS thiX ,, B=ERt . BB . BUF .
Bo) APP E&fIS17HR .

5.8.2 &2

FNZeRFFRERCETRAER SR ERBH RS REES A ENRE, HEHAY
ZENZLEE" R, BUERTH LHEBRER Agent TR EN LN, BRHEHES
WiEfTH, RUBESEREEN. BUWERIZE. Webshell BRI FHRHRERENFHEF
aNIhEE, FEABRENEE.

- 55O

RENEBOASFH, RIEFEMUXKSOSHTICN, BIFEERRFASOSKG,
IREEFFEN, BRARFMK SRR .

- REBRIRE

RIERRREMNBDRBIFEERTHAAME, ARFTUREERERIK, JHINERM
WHEERERE, WFEESEER, HRIZFERERFFESIERNE.

- BARIIEAR

BYEMBRNERTH, REREERENRK. BREMROKE. FTP BRAOWE, B
RZEAS. MEHEEMNSHT. wOFHNRRSHABLREN IP, FHTEEE TP
WEBERN, WHTEEHF ERTTFE.

- EEiREE

EHRNRASERELRZENFEFS, o Windows REiREIEETNEE, Linux
RtREESRNEFITRRRES.

- Webshell 1l

FRERZFNNLZEESXIRS 2 LFHEIERN Web BB XH TR NG HIRT, 3B XA
WebShell 3Z#4#177E, R ETLREREESX Webshell X4 {TALE
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5.8.3 &AM

=SHERA (Cloud Situation Awareness ) R—fETFABRITERER . ERFRHENR
HBERT, WESNLEEHEEHE, BEXMIEXKOTINRZIRA, NeBUBRH
NEZEFHMIAINRE . BROIT. MALE, SEIRHAPREREE.

~SBRABEALITINEE:

- REPRE

REZ2FHARLETIER, RUNBERE. 2OKE. REBOSE 25 ML2RMFF
BREFMEENZSEN, RUREN EEMEIMEE,

- BUEENRE

RAATEPIIF DDoS R, MENEENSIZHE, ENANEIEN5IZHIE,

- RERDTEE

RUEBEESSHRESHENURERE XK.

- BUBMEEYS

RHUBPUISZERNSENER, REUNEENANE—ESEM. EQRESHE, LRHE
EMBNLESIEFEESE. BRFMHERET. EIRM Top10 WIEHEE™, Top10 B

- BIESEMSHT

RUETRSE ™. FENER. WEHXEE ., SRMGEBRSNER, FHFBEIIR, UKE
HMPREEM .. FEIRHEFSHAFBNESERN

- EARESEGSHT

RUETRSE ™. FENER. HMER ., SRMGEBRSNER, FHFBEIIR, UKE
RIS EM, ERHREERSEHFRE,

- BREMN
RHETENREFS, LREASKHHEERBFRTENSR. EeBAESEEXER.
- = EMEFENRFXE

R EMEFNENEF=XKEX, REETARING IPEFIE, LIRMEENSIZEFRFIXATIEE,

5.8.4 Web MAB5XIE
Web KBS X (Web Application Firewall, f@#k WAF) EREEHKHEHNEVHNZ 2
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PERSS . ATLABGHE SQL iEAN. XSS ButlA. BN Web RES==EHRE. K3 LEF OWASP
BIE, HEEE CCIE , BRMMLR~HIELE, RENMLNZESSTRAM.
RAEBEKT WAF RS SHidEE . 810 WAF AT SRA BGP 24N, SkiEail
B2, SWRMAIER. ERERISHUTIZRE EIRFRN AR WAF AT R, R
LIREAERMG, RFEX DNS TR, BRI MG SRR . FESGHEE WAF 5 EIERE,
MTFREBERRICRASAEYT, ETRAFRE WAF £3LfR SR TIFER.

9 Web NALXEZEHIFREE

WAF EZ1f5E:

- MRS

BidtEE DNS F#5IRE, AHREERERGIE, NMERRPIRGNZE,

W Web BB ERF

B OWASP TOP 10 2RI E, BIEEARRT: SQLIEAN. XSS iBih. Webshell £1&.
FRIRBERF. asiEAN. IBHEHTTP thiliE>k. EW Web RB=mmAKE . UM HIERNS
B, BRREFH. 3HEhPEF.

- CC A1

XE—IR IP ROIpEMRE T . EEEBEERIE. ATURS . BERYEMERSTED
[EOHTRE., RERBEEIRE .

- B

#FIP.URL.Referer EHTTP ENFRIFHAES , BINMKIESRK, REBENEHIRE,
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IRBAESEERE.
- Oday #NT EHAK IS EHT
RN EF&EFREHT, F—HEEKEL TARHIT, YMbEHTEEMmP.

5.8.5 NRZREMX

RMAZEMX (VPC-WAF ) RETREEHKSSEERBIIE R Web AR £/
m, B4 WAF Thee. WSZeail. BOT TABEMSAMREEINEE, REWSRED
BEElT, BRABPAY, ANERSREHERR Web 3¢ APP W SHRKRESHNREXSMML

[EJRR o

10 MAZEMXIGFREE

RIFRREMXEEINRE:
- Web Kz K15
OWASP TOP 10 Eiffsi5#7: BB SQL iEAN. XSS Wik, @ / RBHIT. HEE.
ABLEE, BEFHE. TEEHE OWASP TOP 10 K&,
ODay i : EAWARIKBHEBA 7*24 NBFIREE Oday i, HiTimERE, HEEZEM
IPERRS, RAESHITEA.
- CC A
REEREMNAREM KRS CC B5iFER, B Cookie . WIFMEHkEEESML
ERIGIFELE, BEBEAIBSIR CC WET . BIEEEN CCHN, #eE3ifsE URI SRRmE#1T
CC BB, HEAE Web s EREAIRARE DOS BHiHEK.
- RS
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AN, RRENEUNISEN, SIEEE HTTP MYFERS HTTP BODY FE,
REEEMaEE.

SHFSRMHEGRN: STFSMENKMNBEAS, LSHFEFMNEN .

SHEIFHNEEN : RUHEEESESRNAREHSNBENAN, 8eERFEAAIFEFYY
S2ZLk, RRRSTHNNERERBEERE

- BOT B

SRS ZCRTH, HITRIFMESHN, WEBNOVSRTAHTIRITILGE, B3R
MIbZ{THRREM . BIEX HTTP IMUDITFIXEIERE, NRNWE. HBE. BESBAGT
FRATHIIFILE, REMNMGIVSEE,

> MEEN BOTTHEE: SHFICRPIF. ROWMEMHIFENRE, BRRENGIVSZE,

> BENX BOT SE&KHE: BFILURE Web gl 45, RIMBENX BOT MM, ik
BIBESURFIENERE, WREENXEFE URIETHEEATRAINT, REWSIHFERER
BRHE.

- Web th &L

RERBHRNARE MR MBI RN IR N  SURE R PtE I E M ES IR,
2t Web ihm SR ERBF

- WESREEIMIL

> WEHEIRE: WERBSH—B TR, SNREEESE, HELLNERE.

> WHEHE. BEEWNEEBE, TREENISHXEREE,

> CC Wikbirasy: CC WEHBPBRit, IHNEBEHFURIALT.

> iplE)EEEss | XA PR EEEIRNBETRIT 9T, SEIERFIBEER.

- [EEEE

> RESTfUlAP| 32#F. Rit£E RESTIUIAPI 0, oIELWTEIBEN .

> 75 DNS {&2: THE DNS LIV SSprirfists, FREgE—estIiiEs 8 SR
SSL ##EIsE.

5.8.6 SSL #FiEH
RAREE= SSLEH (JD SSL Certificates ) #2HEH L&, T, SEEMEE, E=LA
%% Symantec. GlobalSign. GeoTrust iE$, A4, BN ERUTEN HTTPS RA R,
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RFMILHEIEE, BReHE. EXMERERETA, FUlSReFRPFERRIINEHER .
i, SSL HFEBFRUARFERZMERKNAFREFEOELEREMIEREE, XHFo
EUEBXER. IEBRIBERNEE, ETLURMEBEBEIIFEES, XHESRFEKSTEE
FEfbFRISHTHE (MNAaFgE. CON) , ARFERBREM—UENERREFEN
EEERRIARSS -

- Wik 2R

SSHE HTTPS 46, InZERFSWiLENREHE, emisARNEERREE, 5300
SERIEMSE. BEET.

- ERIERER

JUE—NREERFEWITEmE .. FEEENFRZEHRANHFIES, TLURERT
BEAFERNIEBLESB S SHHFIESR.

- ERITPEE

RUEHFEREENRE, BRUUARFERSFEEEMAILEENER, SEEBEE.
HEER. IEBMARE. EBREREE,

5.8.7 ZAEERS (KMS)

EIREERS (Key Management Service, KMS ) AR EEERS™m. EEIEHEE
Rss, BRILZ2. BENERER, ST USTEENINREINEDE NN,

RAREBKZ KMS ABFRETEENT

- EIPEESkE

FRE%E CMK 812, RH= ZENLEGEHERE, SFECE. £/, Bik. fiRE.

HIEEA, REEUEEE DEK UL, INE. B%E, BTF= LtEiENmgE,

RS %H, KMS A= LIRS (W OSS. EBS. RDS) MIINZEEIEIRSZ4E

- RIS

KMS IRNSURINRE S EHMBERMERS . ¥TFNF AKHEEE, BRILIEEE
FA CMK XS$UREFTINARE , X T8 AK fOEUEE , AR LAEREHMER S X BEH T IR

KMS EXXME= EZM=mEnk, BRHLUMERECH CMK W= L miV#iEiitTms,
B A SEM min BRI INZ 170

- NMEBEIENZEE
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NEBEHIETE, R—MIAEHRENEEERS, ERRSEANEENEEIRHITINERE,
LIARIR D KB BEEURHT M AR RS T BRFAHRIFARER. BENZRS, AP
EBNMEGERR, k. SEMRREIEESIE. AP BHEINEMGNEEE . BRINLHARER
BISVER AP RIGRNEER, NMEBNBEXFERNSREESHTRE.

- SRFPSMENERNBEN, BMHSEERIR

ETFFHRERT IAM ZRGAEERIN, KMS AILZHZARNNASSHEN. REEBESH
INIES R FIRVESL, A AT LT KMS 26589 CMK B THRIE . B9 KMS 33 CMK 17 7 FRFEaER =,
BMEFPREEDEDSEEBCH CMK, TEREEMAFN CVMK, RIEBFEBNZE.

- B59H HSM RR{HEIR{RIP

KMS SliZ2 % RE S BRSm HSM B ERR R, FEREH=EERIEH, RER

SHRIREHILE
- ¥ APIAA
KMS IRtFE8 API 0, AFRTLUREBSHRHTER, FHESRNY AP BiREBIEILE
N, RENERIBMENTRESZE,
- BEETET
SRR EIRIE, MRFERSHERERSHR, BRI SBRIEHTHIT,
- BURYSERED

KMS BEZENRALER, RERSHSTHY, HERERENEREEMHERE, LURE

BRAEEARTRAMESR.
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06

EEE

2018 /11

)qf}
"

6.1 RiEEE

6.1.1 SDL itz

REERZIFEIENPRENZ M. FEABPRERSHNETm, EFRKIEFTEE
BErmizeFRESER (SDL) Z2FERE. RAERZNZEFRETIRZEF R
ELhe, HEIENEPRLIRTET L. ErmIFAS 1M RPIERES L EMRFARR,
WRITEN T mERE G EEANEEREEBENT EER 51T,

e o
LM RS i BEEIRIR
F¢ = |
msms ’ SDL ‘
mabse | R C 0
i s FR |5eam
y=Ziil 38AIE

N REERZZEFRRETEE
MEERR, BYMorRReEaFRs AEINER: JIMER. 2R, RITMR. 7k
BYER. IIERTER . RIMIER. SHENTER.
- BIIER - FFRBARNFTERRBEZEIANT ), THERAXNEZ2MR, H)INR
BEFEAR. WHAR. WMERE, FaitEF.
- DM AEMIZIZE, RAISIEKERE M owner HITEE, MELEMNEXK
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MEEHOER, AR ITIFEREE,

- IRIHER - R2BWHTREE, IHMERERFTERMIRITRY, AERI PR 2E—
SAVRS P

- FEMER : MBATRETRERBWEIER, RARERDRIEEERNZ 2R,
MBAEFERZEFANRENZ2IFITE, BRFARBHNZEME.

- BIEMER : BN RNATSENA TFNE2REHEITTE, FHEEHRE.

- KRR : P m iR, BRI nEeTNELHEER, TRAERKMIES LRR. &
EENANFEERETREMRTARENFERE, BENME B miVAHmiRIELRLE,

- FHIEAL: 32 SDL EXRORIBNMNREEABITEURE S FHMNLT R o

6.1.2 iIEEEHRE

REERZIZEEEFAMNIEHERIEEEAMEE, TEEE, OHEE, MhkEEE. &h
BEEENmRS LLAE ELERERRE. TEEERHNEFRRETRNEN, RENEGFR
2. TREEGEREEERE. SHLERETNNIINLRE, REEENENWSHAHIAEAH
HECERETE,

6.2 MEEHE

FAERSBI +SFERNERZELRBFMANTZLEETE, BUSER. SHE
RSCRTSIEBE SO, AEAPRECRUNEZEIRS, BREANSMREEZEEH, LUE
2P SRFANTINGEES, BIERFREEALZEEMN . FREBRERHGIHIIMENRZ2E
ERE, REXUEBRZAFUSAFE LZEFARELZENESY, RARBELEUENIET
MBI =RAREE,

NRBEEROEMRIER ZFENREREET, HRFERZZEEANREZFEEE
BIT54R, AR FENRASHER TSR TF. RAERaTEEENH TN RAR
FNERE, BE. WHFR, fEF—HELERXZ2EH, RERFERcTFaNRERE
RAEAFHEIVSZE,

REERZLZEEERSUREIED NWAIRIR

- Bt 2EERS: KITFERPFRRHNEMEZEEERS, NEFPREESE. &
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JENEMZEIEERS .

- BERETERS: CEMREEERSZ LEYSHR. EFRWHRERS, HAFREM
BERATEMRRS . BEAF LaReRERS . SRNRMMNRS . Z2BIIRS . 2258F
RS .

6.2.1 Z~E1E
REERZHENDTABRREENIRUCRENEWMEEENERERTER . R 4HPaE
BENERLUREFEE, BRIRRT —ESEMNRIRNARSR, RAUXEIEAER
FEFEZA, KEAPMNTARSERAERER. RT-EENMERTERETEE, B
HE—NEEFE, MAFPEE. BRETET T EMAENR 4P E R

6.2.2 RS
REERZHMNARERFERFERIET, Y 7T BR8N ARENNREENS. &5
BatRizEEENS, REERARE TR N2 HNE, AN micERFEZE
PR AR PRSI AN MR
REERZBRREED BRIEFISHHEF, INREFRENTaNEEN, BXERELS
BiEREBEAENT, BT 2 AU LTHMEBERESIARERE, ARIEEL EMREUIRNRIERS. R
FRERZRFEESMcEEERAMRRAONREE, MTIREVGMAINIR, flNE2EEHET
WIR, RRERZEREHEARNELNEEFHNRGABR=1"BEHRBRE IR, XY TREE
THIER, REREEREGZARESZR TREREEXAINR.
REERZAFRECEHEEENTERE, +HXIEEEEHANNZERIRER . EZEEEHR
BAAS—(IETIIANRRIERS)T, SMIRTIRALRFENLEER, SIMTEHHRIFERR
R, REERcENCEEERAWIZEEIREI, S TIEERFITEERNENREES,

EHI R 2 RIRMI R 2 R FERIE K

6.2.3 WL SSiEE it ER

REERE TOXTAFROWSESEYE, EXREEERERLBFIOWVSETEMRZN. RER
BERIEAE DNS. RBEEMERS; NA. #iEE. £F. a7 cEEFHURAERR
HWEE, MIESTNRE. SRR, NEEFZMNRXESENRISAI BN, REWSESN,
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REERZHNAESR, HONBRIRIT T EIERE. ERREMNBERRNARSHERTT S,
AL ST RIS EIEIRSS .

6.3 R=RIEF

6.3.1 215k

REERZEY T ERRIFNREBERAR . SEATHRMBROTRE, REEKE
EEERM R REX DTS IUERIHE, BITEMEINBRERIRL . RAERZNZ2BERERI
EXRENFTWINERIM BRI, 832 SHRER . BIFHNRA. IPIHEESES.
REPBIRDITRETRARNSERANESE, LSRR R SHRIMFIESF.

6.3.2 mREE

REERZNREEESERERA. mEEAIE . REERZREIEEFMITERTS
MiREEEYE, BERNEMRE. RSR, WERRE, BMERE, NARKNRSNEHNE
=7imiaE SLA BERERIBNES, RERFISAZREZIMEINEL

REERZNRERANASGHBAE M LTEABAE RS HENREBNINEIRE, XY
MZRFHITZERBCNIIONT, RN EEF ARIEZHANNZHE IEERBER
BremikE, REEER, RENTELZ2KRE, BEZEXK.

i RRIAY AR FIE AL TR -

- AT

ZEABNLER T ANZ A RIKBICSRRERIEHT, HRMETEMNEREREN
SERYIER, FREBRRSIER. REMMR

- AR

ZEABENTER. DENIEEENGATREEZA, MBS TRSIENTESE. %
£ TREMEENGIATER MRS S .

- BN

iRz ARTENAIMBEERRFZNNEZIERZTHNIELMERIFRERE, =X
MEERIE T SRIIEERHERERW.

REERERENN TRRS, EREZRERANRSERERE . NN HHEE
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ANBRBER ADTH . EEYNEE . 2WeE . BRBR, IPRERBNLeE M NEHER(E
K. EX. FE. —R) , F—HEMALL

NSRS S T5i A WSIEHEN IT RFRSZELEMTIRARKEBSSITICIERER
BEETITIE . SRMIMEME. H—LHIAKKG. WSHREE. FiY, NSmREEZEE, 4
BINFERMEUDTT, BEBELE.

6.3.3 Rk
ZREFHEETERNE ASURKEG RS RIGEHHEINRE, Mmhd. #iE. AR ¥
F IS ZAFEREE, HXIHIERREZ WIS . —RIFERBREAERRIERNLEFH
XU ETABBENMUIRTFENFSHE]. IDC RSR[RZSEVRBRARD ., Wi Webshell &
BRINIEHIIRSZ2R1T Ao
REEREREIEERANENEHRINZAT, MAEHNFRE: BER. K. XK. §~EE2N
FiEH, BOR2EHNRE. —BEREEHRE, Z2EERNE—HNERMZAERER, &N
MEIEA . ZEIEEFMNTFESHIZITGEEMEERERE, REZEFHNIEETREREH
TRRLE, RADTRZESHNRARE; #H—PRELESHTROWSNRS, BESHE
MEFIIRK . N FAEDERENRSE, #ITE2EEREN; BB RERRZEEH .

| 6.4 st

REERZEXGATIZEEERNNEERFLNEBainE, NRoEBEAEE. S8R
KRS EH, X LT FRFSEHS. BENTRNRSEHRETAE. #BE. NRFROR
RERRFNE, REFATENRENESZ. MISHNEERMNETERFITER, RIRTHERE
RO, WERFIE. MR, REFTEEHHORE, hEFMEZPHEESR. Bin. BEEK

. FEGEME, BRERLERNIONSINN IS —EHT. ATHERERNERE, R
RERZSERRANUHREH TR EE R IEIHIA

REERZBEAA—EETRSNABENNE LIRAMEERRSE, BERRAYEFE
FrERNENBTHEES. BERRIERE. ZEEEAMARBIZRSN RS RHITIEHRIF
i, —BHlSEHT, RRRKELNFIHRE . f—HTHRIUTRAKCEEEEANNREEEE

HRFCRINEFE, AFHEITENEREHERFICRH—EFX,
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ZERIEEPNIHYAFEE. REOAE. RGN REShh. SRR/ 5/ EXFThH
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